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A s cancer specialists, we have grown up in an information age in which we expect data systems to make us more effective and more efficient. There has been an unprecedented improvement in cancer death rates over the past 25 years. 1 We expect machine learning and other informatics innovations to help us advance the quality of care even faster, and not simply result in additional boxes to check in an EHR. In 2017, there are growing concerns that these expectations have not been met, to the point at which some clinicians are citing dissatisfaction with health information technology as a major driver of job dissatisfaction. 2 Despite this negativity, many tools are in development or operational for use in the clinic today to help make us better at what we do. Recently, there has been much interest in facilitating data systems to become more integrated and interoperable and to deliver care faster. These are recurring themes within the ASCO's participation in the Cancer Moonshot work and in the 21st Century Cures legislation that passed in 2016. 3 The 2016 President's Cancer Panel report, Improving Cancer-Related Outcomes With Connected Health, states, "We live at a most exciting and critical time of technological advances with potential to help individuals manage and improve their own health and support high-quality, patient-centered cancer care." 4 In this article, we explore some of the success that informatics can bring to the practice of oncology. First, we review some of the currently existing informatics capabilities at one author's large integrated practice, US Oncology. Second, we discuss the topic of incorporating external knowledge into oncology practice and how informatics can provide point-of-care solutions. Third, we discuss the challenges of clinical documentation in the 21st century and how informatics tools can be used to make sense of messy real-world data. Finally, we turn toward patients and discuss how new technologies are emerging to enable digital donations to research.
CREATING AN INFORMATICS-ENABLED ONCOLOGY PRACTICE Big Data
Over the past decade, we have seen advancements in big data systems that allow us to aggregate data in cancer beyond what has traditionally been collected by the cancer registry system. This is used across systems of care delivery to understand outcomes in various disease states outside of clinical trials in the form of real-world evidence. It remains a limitation in adult oncology that only 2% to 3% of patients enroll in prospective clinical trials, and age-and race-related disparities persist, yet we would like to learn from all patients with cancer. 5, 6 There are also some diseases and novel molecular mechanisms in cancer that make clinical trials a challenge to open and accrue patients appropriately because of their rarity. Big data systems are a good answer to these challenges as they allow us to look for the needles within the haystacks and learn collectively. Some real-world evidence is also being used in other countries and is now even being considered by the U.S. Food and Drug Administration (FDA) for drug approval, with some caveats. 7 The FDA issued draft guidance about the use of real-world evidence to support regulatory decisions around medical devices in 2016.
8 Using real-world data systems to screen patients within care delivery systems, patients with rare diseases can be identified for clinical trials with just-intime mechanisms including opening clinical trials at the site of care when these patients are identified. Several big data aggregators are pioneers in this new landscape: (1) CancerLinQ, ASCO's data aggregation and sharing platform among many EHR sources to enlighten outcomes and report quality in cancer care 9, 10 ; (2) Flatiron Health, and IBM Watson Health, among many others. Other systems that are internal to organizations are integrating molecular data to identify patients for selection for clinical trials. For example, Syapse is a commercial partner that works within health systems to implement precision medicine programs. US Oncology research has a just-in-time mechanism of clinical trial initiation called the STAR program to accrue patients when identified with n-of-1 tumors that would otherwise be hard to accrue in independent systems.
Clinical decision support systems (CDSS) have become integrated in cancer care in many ways: facilitating compliance among clinicians in prescribing therapeutic interventions within guidelines of care delivery (a quality enhancement), facilitating screening for research accrual for appropriately selected patients, and using apps and other forms of digital patient engagement to inform patients to act on, alter, or contact their providers regarding their plans of care given their individualized data. Across a large network of US Oncology community practices that vary from urban and suburban to rural and frontier in their locations, a CDSS platform called Clear Value Plus was implemented, providing an interface at the point of service for chemotherapy ordering in a value-based mechanism within nationally accepted guidelines. The implementation of this CDSS significantly improved reportable data, guideline compliance, and exception reporting, making therapy decisions easier for doctors at the point of service, in addition to enhancing guideline compliance for patients and providing the necessary data to practices to proceed with prior authorization with payers, thus enhancing quality and time efficiencies. 11 We fully acknowledge the real concerns regarding alert fatigue in the implementation of CDSS, and strongly encourage the efforts being made in the field of human-computer interaction to improve this experience.
Predictive analytics platforms are being used to improve outcomes in patients with cancer. Data from EHRs and other data sources have been used to develop models to predict the risk for hospitalization in other diseases. For example, in populations with low-socioeconomic status and heart failure, risk prediction and the interventions based upon it reduced hospitalization risk in a high-risk and difficult-to-treat population. 12 Warner et al have previously described an EHR-based predictive model for hospital-acquired complications. 13 Using such models to inform the care team about risk and facilitate appropriate interventions may be effective at reducing hospitalizations and readmissions in highrisk groups. Similar models have been developed for high-risk cancers and are being used to inform clinicians about risk and facilitate support systems and care interventions to reduce the risk for hospitalization accordingly.
14 Prediction of treatment intolerance, which can lead to nonadherence, especially in novel therapies, is also an evolving area of research, although the prior body of evidence suggests that side effects are a common reason for nonadherence and early discontinuation for traditional therapies as well. 15 Given that recent studies suggest that treatment discontinuation because of intolerance is the most common reason for revolutionary drugs such as ibrutinib, 16, 17 it will be critically important to identify vulnerable populations. Presently, predictive analytic platforms can come across the EHR in the form of CDSS so that they are available to clinicians at the point of care (Fig. 1) .
Telehealth and virtual collaboration platforms are another way US Oncology uses data systems to enhance care delivery with efficiency. Use of these platforms is growing in scope, scale, and prevalence throughout the United States, and many states are currently considering policies that influence their implementation. 18 Innovations in platforms of interaction telehealth and virtual collaboration allow us to bridge existing gaps in geography and expertise. In the US Oncology network of oncology practices, there are sites of service that vary from urban and suburban to rural and frontier, and staffing and subspecialty expertise is also variable.
Telehealth platforms have allowed for consultation with subspecialty experts in neuro-oncology and genetic risk assessment that otherwise would have required a drive of several hours, a geographic barrier to care that frequently results in diminished utilization of subspecialty services. This has allowed patients to access subspecialty services and treatments they otherwise would not have access to and it helps us make quality care global. Our present abilities to implement telehealth include multimodal virtual collaboration (between clinicians or between clinicians and patients) and remote review of imaging and pathology, but also have become enhanced in our ability to complement the physical examination with universal serial bus attachments such as sphygmomanometers, stethoscopes, ophthalmoscopes, electrocardiographs, ultrasound probes, and cameras to make the skin examination more sensitive than to the human eye. Teledermatoscopy programs have been implemented to diagnose and follow at-risk skin lesions to detect early melanoma. 19 There are even multimodal fiber optic probes that can be used at remote sites with a clinician's assistance to interrogate cutaneous lesions and replace the need for some biopsies in skin cancer. 20 How we interact with these systems continues to change over time. These are not only technological advancements but also ways we must think differently about supporting clinical workflow to optimize the patient experience as our technological capabilities grow. Optimizing virtual collaboration with all of these platforms also allows virtual multidisciplinary planning, which can often be a critical quality measure in planning cancer care treatment. Virtual tumor boards are now in existence in many networks today, allowing geographically disparate multidisciplinary planning. 21 All of these systems are tools that close physical and mental gaps that limit care delivery today.
INTEGRATING EXTERNAL KNOWLEDGE INTO THE ONCOLOGY WORKFLOW
Generally speaking, there are four types of knowledge pertinent to the day-to-day practice of oncology: procedural, transactional, factual, and contextual. The first category, procedural knowledge, includes those factors pertinent to daily practice and is usually specific to a given location. Examples may include (1) what antibiotics and antiemetics are available in the hospital formulary, (2) the times and days laboratory technicians are available to assist with bone marrow biopsy and aspiration procedures, and (3) standard protocols decided by consensus or disease group leadership. Often, procedural knowledge is kept locally in the form of standard operating procedures.
The next category, transactional knowledge, includes those factors pertinent to the business aspects of oncology practice. This includes knowledge about what billing codes (e.g., International Classification of Diseases, 10th Revision,
FIGURE 1. Predictive Analytics to Understand Risk
Multiple sources of data are used to create a risk model that can predict likely outcomes for individual patients, such as the risk for hospitalization after the administration of chemotherapy.
Clinical Modification) are necessary and sufficient to justify a given level of professional billing, what billing codes will translate into an appropriate diagnosis-related group for a given hospitalization, and details of negotiated contracts with third-party insurers and pharmaceutical companies. As with procedural knowledge, most transactional knowledge is location specific, although some, such as information about International Classification of Diseases codes, may be amenable to external knowledge resources.
The last two categories are inter-related. Factual knowledge includes information about a disease, a prognosis, and associated treatments. One is likely to find this type of knowledge in an encyclopedia or a medical textbook. Importantly, factual knowledge is by convention limited to a representative example or a range of commonly expected examples. In other words, factual knowledge is generic and often not applicable to an individual patient. On the other hand, contextual knowledge takes into account features of an individual patient and is necessary (although not sufficient) for the practice of precision or personalized medicine. 22 In oncology practice, context includes comorbidities; performance status; treatment history, including prior drug exposures, length and depth of response, and pertinent adverse events; behavioral determinants of health such as substance abuse; psychological distress and psychosocial support systems; and belief systems (e.g., Jehovah's Witnesses will not accept blood transfusions, which may influence decisions about the intensity of cytotoxic chemotherapy).
The crux of the issue of knowledge management in oncology is what proportion of knowledge is internal as opposed to external. Internalized knowledge is that which is available to a practitioner through memory, with or without prompting. Externalized knowledge is that which is available through any type of ancillary resource. Internal knowledge is not to be taken lightly; after all, much of the 4 years of medical school and 5 to 7 years of postgraduate training are focused on the tasks of acquiring and retaining knowledge. Nevertheless, it was observed many decades ago that a practicing clinician could not possibly grasp the totality of medical knowledge. 23 We have previously determined with some back-of-the-envelope calculations that it would be necessary to read 272 articles each day, 365 days a year, just to keep up with the cancer literature. 24 So how is a practicing clinician to approach and master both facts and context? Historically, the incorporation of external knowledge into the clinical workflow falls under CDSS. CDSS is part of the lingua franca of biomedical informatics and features prominently in recent regulations, including the meaningful-use rules and the FDA's guidance on the regulation of mobile medical applications. 25, 26 Interestingly, one of the earliest CDSS, ONCOCIN, 27 was an oncology protocol management system. Indeed, the selection of chemotherapy protocols and tracking of their dosing parameters is one of the areas most amenable to external knowledge support. Although certain EHRs provide the means to build and maintain local chemotherapy regimen libraries, these are rarely comprehensive. In 2011, Dr. Peter Yang founded the site HemOnc.org, with the goal of creating a freely available, comprehensive, and accurate resource for chemotherapy regimen details. 28 The site listed more than 1,000 regimens by mid-2013, and, as of February 2017, HemOnc.org listed more than 2,000 disease-specific chemotherapy regimens across 84 distinct solid oncology, benign, and malignant hematology conditions; to our knowledge, it is the largest resource of its kind. Over time, the initial focus on capturing details of dosing and timing of chemotherapeutics has expanded to also include information on comparative efficacy and toxicity for randomized controlled trials and overall response rates for nonrandomized studies (Fig. 2) .
HemOnc.org and similar resources can offer the practicing oncologist the ready means to bring external knowledge to bear, especially when prescribing obscure or infrequently used regimens. Another solution to this knowledge management problem is pathways. Pathways take into account cost, reimbursement, efficacy, and the likelihood of treatment-related complications to varying degrees. Some, such as the National Comprehensive Cancer Network guidelines, provide a fair amount of latitude in treatment selection; others, including several vendor products, enforce treatment choices with potential penalties for overrides. Zon et al 29 recently criticized the pathway approach for lacking clear processes, placing additional administrative burdens on oncology practices and not yet clearly demonstrating an impact on patient health outcomes.
The other area most in need of external knowledge support is genomically guided treatment. This is a knowledge space that is simply too large to manage without assistance. Knowledge support in this evolving area is taking several forms: (1) extensively curated somatic panel test reports, (2) molecular tumor boards that convene experts either locally or remotely, and (3) genomic knowledge bases. Although curated reports are critical, they suffer from two major flaws: (1) they are a snapshot from the time when the test was obtained and will not reflect the new genotype-phenotype knowledge that is constantly emerging, and (2) they are subject to considerable variation, as recently demonstrated by Balmaña et al. 30 Molecular tumor boards can be both clinically useful and educational but do not necessarily fall within normal clinic workflows. Genomic knowledge bases hold great promise but currently lack uniformity in format and interpretation. Recently, Ritter et al, 31 on behalf of the ClinGen Somatic Cancer Working Group, described a consensus for minimum variant level data, which is followed by knowledge bases such as My Cancer Genome 32 and ClinGen.
33
The FDA has recently issued draft guidance on the use of public human genetic variant databases to support clinical validity of next-generation sequencing panels. 34 ASCO, the Association for Molecular Pathology, and the College of American Pathologists recently issued a unified set of standards and guidelines for the interpretation and reporting of sequence variants in cancer. These efforts should eventually improve the uniformity of genomic test results.
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Once genomic data are integrated into the EHR, the capacity for further innovation expands. 36 In particular, a new 37 This app was designed to launch from a tablet device with the intent of seamless integration into the workflow of a busy clinic; it and similar apps can also easily be integrated into certain EHR environments to provide a seamless user experience. 38 ASCO is currently investigating the possibility of creating an app that will bring the results from multiple genomic knowledge bases to clinician users.
It is clear that clinical decision support, especially the invasive variety that disrupts workflow through alerts and reminders, can be perceived negatively. In anticipation of a backlash, Bates et al 39 produced the seminal article "Ten Commandments for Effective Clinical Decision Support: Making the Practice of Evidence-Based Medicine a Reality" in 2003. This group and others have also documented the frequent practice of overriding alerts, even when the result may be a fatal drug interaction. 40, 41 Nevertheless, it is likely that clinical decision support and passive knowledge support will increasingly become available within the clinical workflow, ideally in the form of apps clinicians can select and customize to meet their needs. 42 The final issue that must be addressed is the accuracy of knowledge. Although there is no shortage of studies demonstrating the fallibility and malleability of internal knowledge (the seminal paper by Tversky and Kahneman 43 is an excellent primer), the failure of accuracy of external knowledge is often treated more harshly. This is likely an issue of trust more than anything. Failure of internal knowledge banks may be attributable to a variety of factors, but it is the rare practitioner who has a fundamental lack of trust in his or her own knowledge. Conversely, external knowledge that is incorrect and provably false can raise issues of trust pertaining to the entire knowledge base. This phenomenon is well demonstrated by the ongoing skepticism of the Wikipedia resource, despite academic publications showing high levels of accuracy in certain areas of the medical domain. [44] [45] [46] [47] Various approaches have been used to increase trust in external knowledge bases, especially those that are openly collaborative: (1) clear attribution of content to well-known experts, (2) restriction of content creation to vetted individuals, and (3) stamps of approval from specialty societies or other agencies. It remains to be seen which of these approaches, or a combination thereof, will be most successful in gaining the trust of the user community.
THE CHALLENGES OF CLINICAL DOCUMENTATION IN THE 21ST CENTURY
Clinical documentation has always served multiple purposes, including clinical (record of clinical reasoning, decisions, and clinically relevant events), billing and financial (justifying payment for services rendered), and legal (What happened? Who knew what and when?). Over time, practices and processes evolved that variably addressed all of these purposes. Some of these processes and practices were formal, but some were informal and specific to individual clinicians. With the implementation of EHRs, many of
FIGURE 2. A Portion of the Docetaxel for Non-Small Cell Lung Cancer Regimen on HemOnc.org, Showing Comparative Efficacy for 11 Randomized Controlled Trials
Hyperlinks under "Study" link to the original articles; those under "Comparator" link to other regimens on HemOnc.org.
Abbreviations: IV, intravenous; OS, overall survival; PFS, progression-free survival. these processes were changed, either consciously or unconsciously. Although there are clear benefits of computerizing health care, there are also a number of challenges, particularly related to documentation. In this section, we discuss three challenges posed by the computerization of clinical documentation and the changing health care environment.
Structuring Inherently Messy Clinical Reality
The first challenge relates to a fundamental mismatch between our tools and what we want to accomplish. Clinical reality is difficult to define precisely. Consider this simple example: Is hypertension a disease of the blood vessels? Heart? Kidneys? Brain? Clearly all are affected and involved. However, putting hypertension into a category with well-defined necessary and sufficient conditions is challenging. Further, clinical concepts are continuously evolving. For example, the definition of a gene has changed dramatically as our understanding of molecular biology has improved. Similarly, genomically informed therapy is constantly evolving. Today's variant of unknown significance may be an actionable (targetable) variant tomorrow.
With paper records, we were not tied to specific categories. We recorded our thoughts using natural language rather than trying to express our thoughts using a predefined set of categories that are often inadequate to represent our intended meaning. Freehand drawings or diagrams could be inserted where appropriate, and shorthand was widely used. Rosenbloom et al 48 published an overview of the tensions between structured and unstructured clinical documentation.
There is no easy answer to this challenge. However, there are promising developments. First, natural language processing technology can be very useful when 100% accuracy is not required. For example, algorithms can identify specific concepts in the text even when they are not referenced with a particular name (e.g., breast cancer, brst ca, and IDC [invasive ductal carcinoma] can be recognized as synonymous). This can be very useful for a variety of purposes, including identifying cases of a particular malignancy, cancer stage, or treatment outcome in large clinical data sets and for automatically summarizing complex patient histories. A review of natural language processing in oncology was recently published in JAMA Oncology. 49 Second, the field of human-computer interaction has developed into an engineering discipline with validated approaches to matching users and tasks (e.g., a clinician who has to write a note documenting an office visit) to specific tools and their characteristics. Usability experts can define existing workflow, identify areas that can be improved, and guide implementation of systems that match user needs. Professional organizations have recognized that improving the usability of clinical systems has the potential to improve clinical outcomes (e.g., by reducing errors) and have published recommendations for incorporating usability into the design of clinical systems.
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Competing Priorities (Business Versus Clinical Needs)
In many important ways, health care is a business. Institutions are reasonably concerned about their financial performance and must comply with an increasing regulatory burden. As a result, the decision to implement a clinical system is often driven more by business concerns rather than clinical needs, for example, the need to document compliance and streamline financial (billing) operations.
Clinical reimbursement has traditionally relied on documentation of specific services rendered. Thus, clinical notes now contain specific billing-oriented phrases such as "40 minutes spent at the bedside with greater than 50% of this time spent on counseling." This, along with the need to document in increasing detail to justify specific service levels, has led to administratively compliant but clinically less useful documentation.
Further, computerized physician order entry is a very effective way to track and influence clinical behavior. An undesirable behavior (e.g., daily laboratories) can simply be made inconvenient to order (e.g., by requiring a daily written justification). Thus, health information technology has increased the ability of the business enterprise to monitor and influence the clinical enterprise without assuming direct responsibility for clinical outcomes.
This challenge is primarily social, rather than technical. For a variety of reasons, clinicians have been reluctant advocates for clinical priorities. As a result, business priorities may outweigh clinical priorities at times simply because the clinical enterprise lacks effective representation when the relevant decisions are being made. To their credit, organizations increasingly recognize the need for clinical champions in board rooms and are hiring clinician-informaticians to lead clinical information technology efforts (e.g., chief medical information officers).
Ease of Creating Data Versus Useful Information
Current computer technology makes it very easy to generate and replicate data. For example, with a few clicks, one can copy and paste radiology reports, laboratory studies, past notes, and any other data contained in a clinical system. As a result, notes that were previously succinct have become unreadable. In contrast, it requires much more effort to summarize the clinically relevant facts. Thus, ironically, health information technology has decreased our ability to manage information. Patients who enter the hospital with hypercalcemia leave with hypercalcemia, and errors are perpetuated verbatim from note to note.
Part of the problem is that trainees are encouraged to document fully to avoid being accused of missing something important and to support billing. However, errors may creep into a long note that is assembled from pieces of other notes. Institutions struggle to develop policies that balance the need to repeatedly document the same information (e.g., often the physical exam does not change from day to day in a hospitalized patient, unless it does) and ensure that important changes are not missed. Currently, there is general agreement that cut and paste or cloning of clinical notes is undesirable. However, there is not yet a consensus regarding best practice or how to configure clinical systems to support best practice. Clearly, the current model where by some reports clinicians are spending twice as much time documenting as they are with patients, is no longer tenable. Creative solutions such as voice-to-text systems with predictive analytic features that can autocomplete notes, scribes that can be present in a clinical encounter with disrupting workflow or rapport, and structured authoring tools will all need to be exhaustively tested in the field in order to help busy oncologists get through their clinical day.
DIGITAL DONATIONS: PATIENT CONSENT AND ENABLING TECHNOLOGIES IN THE EHR
Under the first stages of the meaningful-use EHR incentive program (2010) (2011) (2012) (2013) (2014) (2015) , adoption of EHR systems increased from 51% to 87% in outpatient practices 51 and from 16% to 84% in hospitals. 52 Increased availability of clinical data (including problem lists, laboratory results, prescription history, and free-text notes) presents a growing opportunity for researchers. 53 For example, combining EHR data with adverse event reporting databases has led to automated detection of previously unknown adverse drug reactions.
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EHRs also present an opportunity for prospective research studies, as an adjunct to (and a cross-check for) data collected directly from research participants through traditional paper-based forms or recent innovations using app-based interactions.
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However, researcher access to EHR data has traditionally been limited to institutional settings, where data from a single clinical system or a small network of collaborating systems are available to researchers within the network. These systems expand to form wider networks with more data available to qualified researchers, as in the network of networks established by the Patient-Centered Outcomes Research Institute's Clinical Data Research Network awardees. 56 Such networks are constructed along the grain of institutional boundaries, with careful legal agreements needing to be established among entities as a prerequisite for data sharing. These institution-based studies can provide relatively easy access to EHR data by creating their own legal frameworks for intramural data sharing.
On the other hand, many research studies cut across the grain of institutional boundaries. For example, diseased-focused organizations such as the Multiple Myeloma Research Foundation create community-based registries that identify patients across the country on the basis of disease state and without regard to institutional affiliation. 57 We call these participant-based studies. We should highlight that this distinction is not a bright line; studies such as the Precision Medicine Initiative's All of Us research program pursue a hybrid approach by recruiting from in-network health care systems as well as the general population.
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One model for sharing clinical records with participantbased studies is to engage participants to mediate the transfer. For example, after a participant completes an informed consent process, researchers might ask the patient to collect her own clinical records from the hospitals where she has received care. This model confers comprehensive access to clinical records by leveraging a patient's right under the Health Insurance Portability and Accountability Act to access a designated record set. 59 But the barriers for this model are formidable for otherwise willing participants, including driving to multiple hospitals to visit the medical records departments and filling out multiple authorization forms. In addition, data arriving from faxed or photocopied page-formatted documents instead of electronic structured data add sources of error as well as cost and time.
These shortcomings can be addressed through existing law and additional technology, in particular an application programming interface (API) that can retrieve and move data from EHRs to researchers. Three key enablers are established by federal laws and regulations: (1) The right under the Health Insurance Portability and Accountability Act for a patient to access his or her own medical records, (2) the meaningful-use stage 3 requirement that patients may access their health information with the applications they choose, and (3) the meaningful-use common clinical data set, which establishes a minimum set of data to be made available to patients through such an API, including patient demographics, allergies, immunization, medications, laboratory results, and vital signs. 60 Of note, the regulations do fall short of defining common standards for the API, which means that certified EHRs could choose to expose these data with proprietary formats and incompatible interfaces.
Through a National Institutes of Health-funded and Office of the National Coordinator for Health Information Technology-supported effort called Sync for Science, Dr. Mandel, Mr. Kreda, and colleagues are undertaking a pilot project with six commercial EHR vendors to establish and test a common, nonproprietary interface for sharing data with research. Building on open standards established through SMART on FHIR and the Argonaut Project, 38 Sync for Science has defined a focused set of APIs for EHR vendors to implement. These APIs are published alongside new functionality in each vendor's patient portal, giving patients the means to approve sharing their data with apps. Under this model, a research study can create an app that asks participants for access to their EHR data. The Sync for Science technology delivers the patient's approval in the form of an access token following the OAuth 2.0 specification 61 (Fig. 3) , allowing a research app access to a participant's EHR data for a designated period of time (typically 1 year).
To support vendor implementation of the Sync for Science APIs, developer documentation (http://syncfor.science/apicalls) and a test suite that connects to each vendor's portal and provides a compatibility report have been developed. The test suite verifies the availability of sample data, validating that payloads conform to the FHIR specification and checking coded terms against a set of expected vocabularies. Although errors and warnings are produced when data fail to match expectations, the tests are permissive, allowing researchers to obtain a richer set of real-world (if occasionally messy) data rather than a smaller set of cleaner data. Over the course of 2017, EHR vendors are working to deploy this technology at approximately 15 pilot sites around the United States. Although these APIs are designed to support any patient-selected application, the pilot deployment focuses on the Precision Medicine Initiative's All of Us research program as an initial testbed.
During the pilot phase, a known set of provider sites has been engaged to enable access to a single, well-respected research app, which will provide crucial experience with API-driven data sharing. That said, three impediments in scaling this technology to support a wider ecosystem of research studies are anticipated: (1) building a robust sharemy-data feature requires a high-quality national provider directory that includes API endpoints for each provider, (2) connecting an app to a provider system still requires registration, a step for which not all vendors have provided an automated approach, and (3) despite regulations that empower patients to access and share their data as they choose, many health care providers are not yet comfortable enabling connections to unknown apps.
CONCLUSION
Many data systems have evolved to support improved quality of care with greater efficiencies. Despite the richness of available data and the life-threatening nature of cancer, their use throughout oncology practice remains more limited today than in other chronic diseases.
Translating innovations developed in the informatics research space into clinical practice is every bit as important as traditional bench-to-bedside translational science. To facilitate such knowledge transfer, ASCO recently launched two journals to explicitly link the cancer and informatics and bioinformatics communities together: JCO Precision Oncology and JCO Clinical Cancer Informatics. Sharing information through these and similar venues, as well as through presentation at conferences, will remain paramount in helping us all benefit from this innovation faster and ultimately allowing us to deliver more medicine with fewer clicks.
